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ManageEngine OpUtils is a unified DDI and network insight platform that centralizes IP address 
management, DHCP and DNS management, switch port mapping, and rogue detection in a single 
interface. It delivers real-time visibility into IP addresses, MAC addresses, and switch 
ports—enabling IT teams to quickly identify what is connected, where it is connected, and detect 
unauthorized devices to maintain network control and security.

Features

DNS Management

DNS Management provides a centralized visibility into DNS zones and records to quickly detect and resolve 
resolution issues, minimize downtime, and ensure reliable network communication. DNS Management 
supports key record types such as A, AAAA, CNAME, MX, and NS, along with configurations like zone 
replication, SOA settings, scavenging, and transfer controls, with alerts for forward and reverse lookup 
failures across enterprise networks.



DHCP Management

Get centralized control of DHCP scopes, policies, and leases across multiple servers through secure 
connectivity. DHCP Management enables easy creation, modification, and deletion of scopes, along with 
policy-based IP assignment and lease reservations. With continuous lease monitoring and scope utilization 
alerts, it helps prevent IP exhaustion, reduce conflicts, and ensure reliable IP address allocation across the 
network.

IP Address Management

Simplify and streamline IPv4 and IPv6 address management with flexible discovery options like subnet 
scanning and bulk import. IP Address Manager helps you easily track, organize, and manage subnets based 
on usage and location, while providing real-time visibility into IP status. With advanced tracking, historical 
insights, and connected switch port details, it improves network visibility, reduces manual effort, and 
enhances operational efficiency.

Switch Port Management

Switch Port Mapper provides detailed insights into IP addresses, MAC addresses, stacked ports, and port 
speeds from a centralized console. Integrated with IP Address Manager, it enhances visibility into connected 
IPs, helping administrators streamline monitoring, improve troubleshooting, and efficiently manage 
switch-level network activity. Quickly discover and track devices connected to each switch port with 
complete network visibility. 

Rogue Device Detection

OpUtils’ Rogue Detection scans routers and subnets to identify newly connected devices across the 
network. With support for MAC filtering and ARP spoofing detection, it strengthens security by detecting 
unauthorized and suspicious activity. Administrators can classify devices as Trusted, Guest, or Rogue, and 
automatically block rogue devices to prevent unauthorized access and maintain a secure network 
environment.

30+ Networking Tools

OpUtils delivers powerful capabilities, including real-time bandwidth monitoring for SNMP devices, 
scheduled configuration backups for Cisco devices, continuous response time tracking with alerts, and 
Wake-on-LAN for remote device control. With 30+ on-demand tools, including Ping, Address Monitoring, 
Network Monitoring, SNMP, and Cisco tools, along with WMI, CLI, and Syslog utilities, it simplifies 
troubleshooting, enhances visibility, and improves overall network performance and efficiency.

Mobile App

OpUtils includes a supplementary iOS and Android mobile app that seamlessly integrates with your 
on-premises setup, enabling network monitoring on the go. It allows you to troubleshoot issues directly from 
your smartphone or tablet and gain real-time insights into network endpoints and address space anytime, 
anywhere.
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Editions & Pricing

CPU  : Dual Core/Core 2 Duo or Quad Core

Ram Size  : 4GB RAM

Hard Disk  : Minimum 10GB hard disk space

OS Windows  : Windows 11 (or)  Windows Server 2025/ 2022/ 2019/ 2016

OS Linux  : Ubuntu 16 to 25/ Fedora 41, 42/ Red Hat 7, 8 , 9, 10/ Opensuse 15/ Debian 11, 12, 13 /  
  CentOS Stream 9, 10

Browsers : Chrome/ Firefox/ Edge

System Requirements 

Trusted By

Supports 1 Class C subnet 
and one switch

Available as a free edition 
with no time limit

DHCP Scope Monitor

Ping tools

Network Scanner

DNS Resolver

250 IPs & switch ports

30 day free trial

IP Address Management

Switch Port Mapper

Rogue Device Detection

30+ Network utilities

Role-based access & audit 
trails

250 IPs & switch ports

30 day free trial

Full IP Address 
Management

Microsoft DNS and DHCP 
management

Switch Port Mapper

Rogue Device Detection

30+ Network utilities

Role-based access & audit 
trails

$0
Free Edition

$138
Professional Edition

$159
Management Edition


