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Rapid7 InsightOne addresses key security challenges by providing a set of best-in-class,
complementary solutions, covering detection and response, vulnerability management,
application security, and security automation, that when used together provide key elements of
a security operations platform. The Rapid7 Insight Platform delivers the cohesive experience
within InsightOne, giving security teams rich contextual analytics, streamlined workflows, and
integrated controls to accelerate remediation.

The process of detecting, investigating, and responding

to threats and vulnerabilities requires the work
“ and coordination of multiple people, repeatable
processes and great technology. The reality is that
every organization's security program is unique, and
evolves at its own pace. However, most security
teams are challenged by security control silos and
the associated lack of visibility and the extra expense
and complexity required to integrate products from
different vendors. Organizations need security
operations systems that help them more holistically
respond to incidents and reduce vulnerabilities,
not a series of separately managed and licensed
point products that need to be integrated, learned,
and operated.

The bottom line is that
when Auden’s business

is 10 times bigger, the
security team won’t need
to be 10 times bigger. The
Insight Platform provides
us with a lot of operating
leverage and scalability.”

Philip Wright
Head of InfoSec, Auden Group




Rapid7 InsightOne Products & Services

With InsightOne, you'll receive four of our powerful security solutions
within one, easy to manage platform.

InsightIDR Advanced

Rapid7’s leading cloud SIEM and Extended Detection and Response
(XDR), InsightIDR, delivers accelerated detection and response
across modern environments. Leveraging a highly curated library of
expertly vetted User and Attacker Behavior detections, InsightIDR
reduces noise and false positives, and helps teams zero in on
real threats faster. Highly correlated investigation timelines and
guided automations ensure that teams can respond quickly and
confidently to any threat.

® Unifies diverse telemetry with cloud scale, correlation, and
attribution

® Unlocks complete environment visibility across endpoint,
network, user, cloud, and more

® Detects stealthy attacks early in the ATT&CK chain

® Delivers detailed events and investigations so analysts have
all relevant information

® Accelerates response with one-click automation

InsightVM

InsightVM provides a scalable and efficient cloud-based system
to collect vulnerability data, turn it into actionable information, and
ultimately minimize risk. InsightVM leverages the latest analytics
and endpoint technology to discover vulnerabilities in near real-
time, pinpoint their location, prioritize them for your organization,
facilitate collaboration with other teams, and confirm that your
exposure has been addressed.

® Provides continuous endpoint monitoring
® Visualize, prioritize, assign and fix vulnerabilities

® Scanand assess cloud, virtual, container-based, and networking
systems.

® Prioritize risk based on factors including, CVSS scores, malware
and exploit exposure, and vulnerability age.

® Assign and track remediation duties and leverage IT ticketing
solutions

InsightAppSec

InsightAppSec is Rapid7’s Dynamic Application Security Testing
(DAST) solution. Itis built for security and DevOps teams looking
to add security across the SDLC. Understand your application
attack surface and simulate attacks to understand the risk
web applications and APIs are to your business. Our unique
universal translator, built-in integrations, and attack replay
capabilities provide you with accurate & comprehensive scan
coverage and fast time-to-value—without hindering speed
of development.

Industry leading accuracy and coverage
Find vulnerabilities in your web application and APIs
Provide actionable remediation guidance

Visualize your application risk with custom dashboards

Integrate with DevOps workflows to prevent new risks

InsightConnect Pro Automation

InsightConnect is Rapid7’s security orchestration, automation and
response (SOAR) solution — allowing security teams to accelerate
time-intensive, highly manual incident response and vulnerability
management processes. With more than 300 plugins to connect
the organization’s IT and security systems — and a library of
customizable workflows — the security team will be more available
to tackle bigger challenges.

Automate incident response
Integrate the organization’s IT and security systems
Accelerate vulnerability management

Ease collaboration across the organization

Simplify human decision making

Insight Platform

In addition to the strong value of the individual products in InsightOne,
the combined solution enabled by the Insight Platform delivers on a
number of more far reaching use cases, including:

Vulnerability Management Automation
Incident Response Automation
Combined Vulnerability Reporting

Vulnerability and asset context in an incident investigation

Asset and user activity in support of vulnerability patching
prioritization

Shared platform services

® Lightweight single endpoint agent for incident response
and vulnerability scanning

® Cloud-based global deployment for administration and system
management

® Security automation and customization

® Comprehensive APl and 3rd-party integrations

Deployment Services

Rapid7’s deployment services are tailored to quickly and expertly
operationalize a Rapid7 InsightOne implementation. By focusing on
needed outcomes and aligning to product integrations, configurations,
process automations, and reporting workflows, Rapid7 experts
work directly with your team to quickly deploy and enable the
InsightOne products.

*Licensing of InsightOne is by number of assets and requires a minimum of 500
assets and provides for unlimited automation workflows and 50 applications



