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Unparalleled Application Testing
Through Best-of-Breed DAST and SAST

With Checkmarx CxSAST and Rapid7 AppSpider

Rapid7 and Checkmarx have partnered to deliver an unparalleled hybrid of Static
and Dynamic testing solutions, helping you fully protect your applications from the
earliest stages of development right through to production. AppSpider is the only
dynamic application security (DAST) solution capable of effectively testing today’s
complex web applications, mobile applications, and web services. By leveraging
AppSpider alongside Checkmarx's CxSAST, you'll be extending your security
posture across the application lifecycle; this leads to quicker remediation, lower
costs, and tighter overall security. Enable every part of your team to maximize your
applications’ potential by ensuring the security of those applications at all times.
Not to be forgotten, your team gains the confidence that comes with utilizing two

best-of-breed application security testing solutions.

HOW IT WORKS

Get a comprehensive analysis of your codebase with a robust, interactive application
security testing solution. Through an innovative combination of automated Static
and Dynamic security testing, you gain maximum coverage and efficiency. With our
tightly integrated and complementary solutions, you benefit from increased security
throughout the Software Development Life Cycle (SDLC) and during runtime.

Highly accurate, consistent results pair with actionable insights via a combined,
user-friendly dashboard for both platforms. With a dashboard tool such as ThreadFix

by Denim Group, you'll see one unified view of your application’s security state.
Automating the merge of scan results increases productivity and visibility, and improves
communication between your teams. Results for both platforms are also stored in your
repository for later analysis.
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INTEGRATION
BENEFITS

Actionable insights
via a combined,
user-friendly
dashboard for both
platforms

Increased security
throughout the
Software Development
Life Cycle (SDLC) and
during runtime

Comprehensive
analysis of your
codebase to identify
vulnerabilities earlier

Highly accurate (with
fewer false positives)
dynamic security
testing results of your
complete, running
applications

Elimination of gaping
security risks
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Integrating SAST and DAST throughout the Lifecycle

SOFTWARE DEVELOPMENT
LIFE CYCLE (SDLC)

PROCRAM-

MING

DAST: TESTS RUNNING APPLICATION
SAST: TESTS SOURCE CODE

What You Need

* Rapid7 AppSpider
e Checkmarx CxSAST

* Denim Group ThreadFix

SUPPORT

Please contact Rapid7 for support
or assistance at +1.866.380.8113 or
support@rapid7.com.

About Checkmarx

Checkmarx is an Application Security
software company, whose mission is
to help development organizations
deliver secure applications faster.
Amongst the company’s 1,000
customers are 5 of the world’s top
10 software vendors, 8 of the top
American financial institutions, and
many Fortune 500 and government
organizations, including SAP,
Samsung, and Salesforce.com.

For more information about
Checkmarx, visit www.checkmarx.com
or follow us on twitter: @Checkmarx.

About Rapid7

Rapid7 is a leading provider of
security data and analytics solutions
that enable organizations to
implement an active, analytics-
driven approach to cybersecurity. We
combine our extensive experience

in security data and analytics and
deep insight into attacker behaviors
and techniques to make sense

of the wealth of data available

to organizations about their IT
environments and users. Our solutions
empower organizations to prevent
attacks by providing visibility into
vulnerabilities and to rapidly detect
compromises, respond to breaches,
and correct the underlying causes of
attacks.

To learn more about Rapid7 or get
involved in our threat research, visit
www.rapid7.com.
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