
Background and Challenges
Security is not only a necessity, but it must 
transform and adapt.  Today, security teams are overwhelmed with vast 
on-premises and public/hybrid cloud enterprise environments, and a plethora of 
defense-in-depth tools. It becomes an overwhelming process for the cybersecurity 
teams to independently, and typically manually, manage dozens of security tools 
and respond to hundreds or thousands of alerts daily. Plus, enterprise networks 
consist of many network and security devices that generate their own incidents 
but don’t always share information. This lack of interoperability and integration 
creates silos between network and security teams–creating real concerns 
about missing cyber threats and taking too long to respond to high-risk 
security incidents.

Infoblox-IBM Joint Solution
Security effectiveness depends on threat intelligence above all else. The Infoblox 
BloxOne Universal Data Insights Connector works with IBM Cloud Pak® for 
Security to help improve security effectiveness and resiliency and to elevate 
SecOps efficiency. The solution allows organizations to accelerate incident 
response, remove silos, achieve near real-time visibility, and gain critical forensic 
insights and network data on incidents. BloxOne Threat Defense from Infoblox 
taps into DNS, DHCP and IP Address Management (DDI) data for valuable 
network context on incidents that can automatically be shared with other tools 
integrated with IBM Cloud Pak for Security to help security teams speed up 
incident response, remove silos, achieve near real-time visibility, and gain critical 
forensic insights and network data on incidents. DDI data and threat intelligence 
enrich events in a SIEM solution, such as IBM Qradar. DNS query and response 
information provides valuable insights into device activity, including IoT, and it 
offers visibility into resources and services a client has been accessing. It also 
indicates malicious activity, such as command and control (C&C) communications 
from compromised devices or client requests to access websites hosting malware.
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OVERVIEW

Effective investigations and threat hunting require analyzing insights from multiple security tools. 
Unfortunately, analysts today are wasting precious time logging into the various security tools, learning 
how to use each tool, or chasing the subject matter experts for each tool to gather the needed 
information. This inefficient, manual process slows investigations, and analysts are often forced to 
make decisions based on partial information. The Infoblox BloxOne® Universal Data Insights Connector 
simplifies this process by addressing a wide range of scenarios for the entire security team.

From IBM: 

The IBM Security Technology 
Alliance Program is central 
to our open ecosystem for 
ISVs to integrate with IBM 
Security products. This enables 
our customers to respond 
to threats faster and reduce 
integration costs with hundreds 
of integrations from leading 
technology vendors. This 
community will help those 
vendors explore and implement 
product integrations, learn 
about developing custom 
integrations following best 
practices and have those 
integrations made available to 
customers via the IBM Security 
App Exchange.



How the Solution Works
IBM Cloud Pak for Security provides a unified interface that helps security teams uncover hidden threats and 
make more informed risk-based decisions. Through a RESTful Universal Data Insights (UDI) API, it integrates 
with the Infoblox BloxOne Universal Data Insights Connector to provide a federated search for threat 
indicators across single or multiple service instances. Security teams can drive automated or manual “Am I 
Affected” scans based on indicators of compromise embedded in threat reports provided by Infoblox Threat 
Intelligence Insights. Security teams can obtain better visibility and management of risks through the sharing 
of information.

Figure 1: View of the IBM Cloud Pak for Security home page

Figure 2: Query on a suspect DNS domain nmie7.xyz



Figure 3: Query results on suspected DNS domain nmie7.xyz, including number of hits and time range

Figure 4: Query on suspected phishing and malware DNS domain lettrueproduce.top



Figure 5: Results detailing 523 phishing and malware attributes over a time span of several minutes

Key Components
BloxOne Threat Defense
BloxOne Threat Defense operates at the DNS level to see threats that other solutions do not and stops 
attacks earlier in the threat lifecycle. BloxOne Threat Defense DNS, DHCP, and IPAM (DDI) integration with 
IBM Cloud Pak for Security offers threat feeds to help improve security while freeing operations and threat 
intelligence teams to focus on more urgent tasks. Through pervasive automation and ecosystem integration, 
it drives efficiencies in SecOps, uplifts the effectiveness of the existing security stack, secures digital and 
work-from-anywhere efforts and lowers the total cost of cybersecurity. The unique hybrid security of BloxOne 
Threat Defense uses the power of the cloud to detect a broad range of threats while tightly integrating with 
your on-premises ecosystem. It also provides resiliency and redundancy not available in cloud-only solutions.

Read more about BloxOne® Threat Defense.

BloxOne Threat Defense for Threat Intelligence Data Exchange (TIDE)
Infoblox uses highly accurate machine-readable threat intelligence data that can be shared across the 
security stack.  TIDE (Threat Intelligence Data Exchange) is an optional feature of BloxOne Threat 
Defense to automate the aggregation, curation, and distribution of threat intelligence across a broad range 
of infrastructures.

Read more about TIDE.

BloxOne Threat Defense for Dossier™
BloxOne Threat Defense offers a powerful threat indicator research tool, Dossier™, provides analysts, threat 
researchers, security staff and SOC team members easy access to automatically collected and correlated 
threat intelligence from dozens of open source, proprietary or premium commercial resources, based on 
your preferences, and presents it in a single view. This approach allows analysts to quickly pivot between 
intelligence sources to complete investigations faster and drive a rapid and more effective response.

Read more about Infoblox Dossier™.

https://www.infoblox.com/products/bloxone-threat-defense/
https://insights.infoblox.com/solution-notes/infoblox-solution-note-threat-intelligence
https://insights.infoblox.com/solution-notes/infoblox-solution-note-infoblox-dossier
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Key Benefits
The Infoblox BloxOne Universal Data Insights Connector helps drive efficiencies in SecOps, uplifts existing 
security stack effectiveness, and lowers the total cost for cybersecurity. It improves visibility and control of 
even highly evasive threat activity across the threat lifecycle while slashing threat investigation and response 
times through more effective incident response and fast access to valuable context.

• Collect and manage real-time curated threat intelligence from internal and external sources in a single, 
open and flexible platform.

• Improve security posture and situational awareness of an organization by sharing the curated threat 
intelligence data with the security infrastructure.

• Dossier ™ supplies quick access to the most recent news from the Infoblox Cyber Intelligence Unit (CIU) on 
emerging threats. Threat researchers can download and share Infoblox Cyber Intel news reports as PDFs.

• Gain insights into a rich history, detailed timeline and available analysis for the indicator being researched, 
explore deep insight into related indicators, domains, URLs, and IPs.

• Improve security effectiveness, resiliency and elevate SecOps efficiency by gaining insight into DNS 
Events, Network Traffic, User Account details, IPv4 Address and MAC Addresses.

• Accelerate threat investigation and responses by automatically correlating event, network, and threat 
intelligence from dozens of sources to speed investigations by as much as two-thirds.

IBM Security App Exchange
The IBM Security App Exchange is an ecosystem that helps you extend the capabilities of IBM Security 
solutions with a host of ready-to-install Business Partner apps and add-ons.

The collaborative platform allows you—whether a customer, developer or IBM Business Partner —to share 
and install applications, security app extensions and enhancements to IBM Security solutions.

With the IBM Security App Exchange, your enterprise can:

• Increase efficiency and performance of your security solutions with ready-to-install apps

• Find solutions in near real-time

• Improve security app integration and data sharing

• Share best practices and learn from others

Please visit the Infoblox BloxOne Universal Data Insights Connector page at the IBM Security App Exchange 
to learn more.

https://www.infoblox.com
https://info.infoblox.com/contact-form/
https://infoblox.com/
https://www.facebook.com/Infobloxinc/
https://twitter.com/Infoblox
https://www.youtube.com/channel/UCfWH0dl7yTjRo9SaCz1s5nw
https://www.linkedin.com/company/infoblox
https://exchange.xforce.ibmcloud.com/hub/extension/cf53d494735ac15c34119a3af0e57798

